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Todayçs Presenter
ÅStephen L Morgan EI
ÅEducation
ÅBSCET, Southern Polytechnic State University
ÅBlast Resistance for Anti-Terrorism: Protective 

Engineering Consultants
ÅBlast Resistance by Design: Stone Security Engineering

ÅExperience: 14 Years Security Engineering

ÅExpertise
ÅATFP Peer Reviews
ÅBlast Design
ÅProgressive Collapse
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Learning Objectives
ÅLearn and Understand

ÅCore principles of physical security design
ÅThe effects of blast loading on the building envelope
ÅDepartment of Defense Physical Security Criteria UFC 4-010-01
ÅApproaches to mitigate the hazards associated with Physical Security
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Core Principles of Physical Security Design
ÅThreat
ÅAggressor
Återrorist, extremist, electronic hacker, saboteur
ÅAggressor Tactic
ÅExplosives, arson, cyber, espionage

ÅAsset
ÅPerson, place, thing or even an idea. 

ÅLevel of Protection to protect the asset against the threat
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Blast Loading On Structures-Core Concepts
ÅSize of the Blast
ÅDistance From the 

Blast
ÅBuilding Geometry
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Blast Theory - Explosion

ÅBlast Wave
ÅReflected Blast 

Pressure
ÅSide-On/Free Field 

Blast Pressure
ÅRebound
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Blast Loading On Structures- Standoff Distance 

ÅPressures decay with the cube root of the distance from the explosion.

Source: FEMA 427Distance (ft)
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Blast Theory - Optimum Standoff

ÅOptimize total cost of Hardening + Land + Perimeter
ÅLess stand-off requires more hardening.
ÅMore stand-off requires more land and perimeter
ÅNote Progressive Collapse is threat independent.

Standoff Distance (ft)
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Content Overview
ÅIntent of UFC 4-010-01 
ÅBasic Concepts of UFC 4-010-01
ÅLevels of Protection
ÅBuilding Categories
ÅThreat Definition
ÅStandoff Distance

ÅApplicability and Exemptions in UFC 4-010-01
ÅExamples of Implementing the UFC Criteria
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Intent of UFC 4-010-01
ÅMinimize mass casualtiesin buildings or portions of buildings 

owned, leased, privatized or otherwise occupied, managed, or 
controlled by or for the DoD in the event of a terrorist attacks
ÅProvides baseline âminimum standards to address anti-terrorism 

force protection for DoD buildings
ÅCost effective means of protecting DoD personnel from a wide range 

of threats posed by terrorist 
ÅAllows implementation of the standard to vast quantity of assets 

controlled by DoD over time in a more cost effective way
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Levels of Protection
ÅBelow Anti-Terrorism Standards âNOT a level 

of protection and never a design goal
ÅVery Low âheavy damage, onset of collapse
ÅLow âmoderate damage, progressive 

collapse will not occur
ÅMedium and High
ÅOutside the scope of the UFC
ÅRefer to UFC 4-020-01 DoD Security 

Engineering Facilities Planning Manual 
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Building Categories
ÅBilleting - Any building or portion of building in which 11 or more DoD personnel 

are routinely housed regardless of population density
ÅHigh Occupancy Family Housing âDoD buildings used as quarters for DoD 

personnel and their departments with 13 or more units per building.
ÅPrimary Gathering - Buildings sheltering DoD personnel routinely occupied by 50 or 

more anda populations density of more than 1 person/430 SF
ÅInhabited âBuildings sheltering DoD personnel routinely occupied by 11 or more 

and a populations density of more than 1 person/430 SF
ÅLow Occupancy âBuildings sheltering DoD personnel routinely occupied by fewer 

than 11 or population density less than 1 person/430 SF
ÅHistoric Buildings
ÅDetermine adverse affects caused by standard implementation
ÅHistoric status does not negate the implementation of the standard
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Threat Definition
ÅTypes of Threats 
ÅVehicle Bombs âCharge Weight I or II
ÅWaterborne Vessel Bombs âCharge Weight I or II at perimeter
ÅPlaced Bombs âCharge Weight II
ÅMail Bombs (No size defined in this standard)
ÅIndirect Fire Weapons Charge Weight III
ÅDirect Fire Weapons âsmall arms or shoulder fired rockets
ÅChemical, Biological and Radiological Weapons
ÅExplosive Weights for each charge weight can be found in UFC 4-010-02 (FOUO)
ÅCharge Weight I is MUCH larger than Charge Weight II
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Standoff Distance âStandard 1
ÅWhat is Standoff Distance?
ÅMinimum Standoff Distance âThe smallest permissible standoff distance for new 

construction regardless of analysis. For existing buildings standoff distances less 
than the minimum used for new construction may be used if analysis shows the level 
of protection can be met 

ÅConventional Construction Standoff Distance âStandoff distance at which 
conventional construction may be used for building components without specific 
analysis. However windows and doors must always be analyzed for blast effects

ÅStandoff distances are measured to Controlled perimeters, parking, roadways and 
trash containers
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Standoff Distance âStandard 1
ÅWhat is Conventional Construction?
ÅParts of a building not specifically designed to resist weapons or explosive effects. Windows, 

doors and their respective support system always require analysis at their respective 
standoff distance and associated charge weight
ÅThis construction is not exempt from building code requirements for gravity, wind, seismic 

loading
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Conventional Construction Assumptions



Practical Application of Physical Security Criteria                                   © 2017, Innovative Engineering Inc., All Rights Reserved 

Standoff Distance âStandard 1
ÅImportant Site Features
ÅControlled perimeter âa physical boundary at which vehicle access is 

controlled, generally at the perimeter of on installation or high water mark, 
where threats of charge weight I can be searched and detected. 
ÅUnobstructed Space 
ÅSpace that extends from the building walls out to the conventional 

construction standoff distance.
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Standoff Distance âStandard 1
ÅParking
ÅNew buildings parking never permitted within minimum standoff
ÅExisting Buildings parking only permitted within minimum standoff if LOP can be achieved 

through hardening 
ÅControlled parking for existing buildings can be within CCSD without hardening provided 

controlled parking with ID check is provided at or beyond the CCSD. Pedestrian access 
control must also be provided to these parking areas (IE Fencing)
ÅParking of government and emergency vehicles that never leave restricted access areas are 

allowed within the minimum standoff
ÅDriving lanes within Parking Areas of existing buildings may be closer than parking spaces 

located at the required standoff, but vehicles may not be left unattended. Standoff for this 
condition is the nearest parking space. This is not allowed for new buildings
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Standoff Distance âStandard 1
ÅRoadways
ÅNew and existing buildings roadways never within minimum standoff distance
ÅTrash Containers
ÅNever within minimum standoff distance
ÅIf more that two sides or within the unobstructed space, container must be 5 sided and 

prevent concealment of an object 6 inches or greater in height or width
ÅAdjacent Existing Buildings 
ÅWhere new or existing  buildings designed in accordance with this standard including 

parking, roadways and trash containers are adjacent to an existing inhabited building, the 
standoff distance from the new or existing building project to the adjacent existing building 
shall be in accordance with Standard 1. If these distances can not be met, the adjacent 
existing building must be analyzed for the new standoff distance
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Standoff Distance Tables B-1 and B-2
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Applicability of UFC 04-010-01
ÅAll new non-exempt buildings shall comply with the UFC including
ÅDoD Occupied Buildings
ÅNon DoD Tenant Buildings on DoD property
ÅNational Guard Buildings
ÅVisitor Centers and Museums
ÅVisitor Control Centers at entry control Facilities/Access control points
ÅExpeditionary
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Applicability of UFC 04-010-01
ÅExisting Buildings shall comply with the UFC when Triggered by the following
ÅMajor Investment âWhen renovation exceeds 50% of the total plant replacement 

value ,excluding costs to meet this standard I.E. using blast windows vs non-blast 
windows

ÅChange of Occupancy âI.E From Inhabited to Primary Gathering

ÅWindow, Skylight and Glazed Door Replacement and Installation âReplacement of 
Entire System, replacing glazing only does not trigger compliance with this UFC

ÅRoadway Improvement Projects that change standoff distances from the original 
building design
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Applicability of UFC 04-010-01
ÅBuilding Additions
ÅIncludes the addition ANDentire building if addition area is greater than 50% of the 

existing building
ÅLeased Buildings
ÅAll new and renewing leases where DoD occupies at least 25% of the building area.
ÅIf off installation building shall conform with Interagency Security Committee 

standards
ÅDoD Purchase of Existing Buildings
ÅProjects under previous versions of the standard do not need to be 

reprogrammed to meet the current standard if they are beyond 35% 
complete or passed the RFP stage for Design/Build projects
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Exemptions of UFC 04-010-01
ÅBuildings exempted from all provisions in the UFC 
ÅLow occupancy family housing
ÅLow occupancy buildings
ÅFisher houses with 24 units or less
ÅTown Centers
ÅEnhanced Use leases
ÅTransitional Structures and spaces
ÅTemporary relocatable buildings
ÅConstruction administration structures
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Exemptions of UFC 04-010-01
ÅExempt from Roadway and Standoff Provisions
ÅGas stations and car care centers
ÅMilitary protective construction
ÅStand-alone franchised fast food operations
ÅStand-alone shopettes, minimarts and similarly sized commissaries
ÅSmall stand-alone commercial, bank and pharmacy facilities
ÅParking structures
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Examples âNew Buildings
ÅIncrease Standoff Distance Wherever Possible to minimize hardening for blast 

loading
ÅRoadway realignment to increase standoff distance to conventional construction distance


