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AEducation
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A Blast Resistance for Aff&rrorism: Protective
Engineering Consultants

A Blast Resistance by Design: Stone Security Engineeri

AExperience: 14 Years Security Engineering

AExpertise
A ATFP Peer Reviews
A Blast Design
A Progressive Collapse
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Learning Objectives

Al earn and Understand

ACore principles of physical security design

AThe effects of blast loading on the building envelope

ADepartment of Defense Physical Security Criteria-OFE04
AApproaches to mitigate the hazards associated with Physical Security
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Core Principles of Physical Security Design

AThreat
AAggressor

Aterrorist, extremist, electronic hacker, saboteur

AAggressor Tactic
AExplosives, arson, cyber, espionage

AAsset

APerson, place, thing or even an idea.
AL evel of Protection to protect the asset against the threat
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Blast Loading On Structurgsore Concepts

ASize of the Blast

ADistance From the
Blast

ABuilding Geometry
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Blast Theory Explosion

ABlast Wave

AReflected Blast
Pressure

ASideOn/Free Field
Blast Pressure

ARebound
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Blast Loading On StructureStandoff Distance
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APressures decay with the cube root of the distance from the explosion.
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Blast Theory Optimum Standoff

Total Protection Cost
(Hardening + Land + Perimeter)

Source: FEMA 427

Cost of Land + Perimeter Protection

Incremental Cost of Protection

/Cost of Hardening
—— o — Progressive Collapse
""""""""""""""" -

33 ft Standoff Distance (ﬂ) Other, Mailroom, Loading Dock, Lobby

AOptimize total cost of Hardening + Land + Perimeter
ALess stanebff requires more hardening.
AMore stanebff requires more land and perimeter
ANote Progressive Collapse is threat independent.
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Content Overview

Alntent of UFC-910-01 e T
ABaSiC Concepts Of UF@IO-O]_ UNIFIED FACILITIES CRITERIA (UFC)
AlLevels of Protection ot o e

ABuilding Categories
AThreat Definition
AStandoff Distance

AApplicability and Exemptions in URT18-01
AExamples of Implementing the UFC Criter

APPROVED FOR PUBLIC RELEASE; DISTRIBUTION UNLIMITED
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Intent of UFC 01001

AMinimize mass casualtiesbuildings or portions of buildings
owned, leased, privatized or otherwise occupied, managed, or
controlled by or for the DoD in the event of a terrorist attacks

AProvides baselinminimum standard® address antierrorism
force protection for DoD buildings

ACost effective meamns protecting DoD personnel from a wide rang
of threats posed by terrorist

AAllows implementation of the standard to vast quantity of assets
controlled by DoD over time in a more cost effective way
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Levels of Protection

Below Antilerrorism Standarc@NOTa level
of protection and never a design goal

AVery Lowa heavy damage, onset of collapse

ALow& moderate damage, progressive
collapse will not occur
AMedium and High

AOutside the scope of the UFC

ARefer to UFC-@20-01 DoD Security
Engineering Faclilities Planning Manual

Practical Application of Physical Security Criteria

Level of

UFC 4-010-01
9 February 2012

Change 1, 1 October 2013

Table 2-1 Levels of Protection — New and Existing Buildings

Potential Building Potential Door and Glazing

Protection |Damage/Performance Hazards®* Potential Injury

Below AT |Severe damage. Progressive |[Windows will fail catastrophically | Majority of personnel in

standards’ |collapse likely. Space inand |and result in lethal hazards. (High |collapse region suffer fatalities
around damaged area will be |hazard rating) Potential fatalities in areas
unusable, Doors will be thrown into rooms.  |outside of collapsed area likely.

(Category V)

Very Low |Heavy damage - Onset of * Glazing will fracture, come out of | Majority of personnel in
structural collapse, but the frame, and is likely to be damaged area suffer serious
progressive collapse is propelled into the building, with injuries with a potertial for
unlikely. Space in and potential to cause serious injuries. |fatalities. Personnel in areas
around damaged area will be |(Low hazard rating) outside damaged area will
unusable. experience minor to moderate

* Doors will become dislodged injuries.
from the structure but will not
create a flying debris hazard.
(Category 1V)
Low Moderate damage — Building |* Glazing will fracture, potentially | Majority of personnel in

damage will not be
economically repairable.

Progressive collapse will not
occur. Space in and around
damaged area will be
unusable.

come out of the frame, but at
reduced velocity, does not present
a significant injury hazard. (Very
low hazard rating)

* Doors will experience non-
catastrophic failure, but will have
permanent deformation and may
be inoperable. (Category /il)

damaged area suffer minor to
moderate injuries with the
potential for a few serious
injuries, but fatalities are
unlikely. Personnel in areas
outside damaged areas will
potentially experience minor to
moderate injuries.

N

Minor damage — Building
damage will be economically
repairable

Space in and around
damaged area can be used
and will be fully functional
after cleanup and repairs.

* Glazing will fracture, remain in
the frame and results in a minimal
hazard consisting of glass dust
and slivers. (Minimal hazard and
No Hazard ratings)

* Doors will be openable but will
have permanent deformation.
(Category If)

Personnel in damaged area
potentially suffer minor to
moderate injuries, but fatalities
are unlikely. Personnel in
areas outside damaged areas
will potentially experience
superficial injuries

High® )

Minimal damage.

No permanent deformations.
The facility will be
immediately operable.

* Innermost surface of glazing will
not break.(No Break hazard
rating)

* Doors will be substantially
unchanged and fully operable.
(Category 1)

Only superficial injuries are
likely.

1. This is not a level of protection and should never be a design goal

It only defines a realm of more severe

24
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Building Categories

ABiIIetin(%- Any building or portion of building in which 11 or more DoD personn
are routinely housed regardless of population density

AHigh Occupanc?; Family HousarigoD buildings used as quarters for DoD
personnel and their departments with 13 or more units per building

APrimary GatherianuiIdings sheltering DoD personnel routinely occupied by £
moreanda populations density of more than 1 person/430 SF

Alnhabitedd Buildings sheltering DoD personnel routinelg occupied by 11 or mc
and a populations density of more than 1 person/430 SF

ALow Occupanci Buildings shelterin% DoD personnel routinely occupied by fev
than 11 or population density less than 1 person/430 SF

AHistoric Buildings
ADetermine adverse affects caused by standard implementation
AHistoric status does not negate the implementation of the standard
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Threat Definition

ATypes of Threats
AVehicle Bomb& Charge Weight | or 1|
AWaterborne Vessel Bom@§harge Weight | or 1l at perimeter
APlaced Bomba Charge Weight II
AMail Bombs (No size defined in this standard)
AlIndirect Fire Weapons Charge Weight IlI
ADirect Fire Weapos@ssmall arms or shoulder fired rockets
AChemical, Biological and Radiological Weapons
A Explosive Weights for each charge weight can be found in@1B02 (FOUO)
ACharge Weight | is MUCH larger than Charge Weight Il
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Standoff Distancé& Standard 1

AWhat is Standoff Distance?

AMinimum Standoff DistanéeThe smallest permissible standoff distance for new
construction regardless of analysis. For existing buildings standoff distances le
than the minimum used for new construction may be used if analysis shows thi
of protection can be met

AConventional Construction Standoff Disté@stendoff distance at which
conventional construction may be used for building components without specifi
analysis. However windows and doors must always be analyzed for blast effec

AStandoff distances are measured to Controlled perimeters, parking, roadways
trash containers
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Standoff Distancé& Standard 1

AWhat is Conventional Construction?

AParts of a building not specifically designed to resist weapons or explosive effects. W
doors and their respective support system always require analysis at their respective
standoff distance and associated charge weight

AThis construction is not exempt from building code requirements for gravity, wind, sei:
loading
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Conventional Construction Assumptions

Table 2-3 Conventional Construction Parameters Table 2-3 Conventional Construction Parameters

Metal
Panets®
(in wall or

Cther types of construction other than that shown In this table may be permissible subyect to validation by the designer of
record.

See PDC Technical Report 10-01 for detasls on the analysis assumptions and matenal propertes

\1\ Steel studs are assumed to be connected top and bottom for koad bearing walls. For non-kad bearing walis steel studs
are assumed to have a slip-track connection at the top 11/,

4. Unreinforcad masonty must have adequate lateral support at the top and bottom.

Weight supported by the wall that maves through the same deflaction as the wall, not including self-weight of the
component

\1\ For walls or roofs built using metal panels and girts; use the greater of the standoffs for the metal paned and the girt /1/
\1\ Reinforcing steel is 60,000 psi (414 MPa) tensile strangth /1/

\1\ Concrete Masonry Units (excluding European block) are medum weight (120 pef / 1922 Wm’) nt

\1\ Shear wiil need to be checked when using higher than minimum material strengths. 11/

8.8 = Simple - Simple Supports .S = Fixed - Simple Supports

o

o N>
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Standoff Distancé& Standard 1

Almportant Site Features

AControlled perimetéra physical boundary at which vehicle access is
controlled, generally at the perimeter of on installation or high water mark
where threats of charge weight | can be searched and detected.

AUnobstructed Space

A Space that extends from the building walls out to the conventional
construction standoff distance.
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Standoff Distancé& Standard 1
AParking

ANew buildings parking never permitted within minimum standoff

AExisting Buildings parking only permitted within minimum standoff if LOP can be acl
through hardening

A Controlled parking for existing buildings can be within CCSD without hardening pro
controlled parking with ID check is provided at or beyond the CCSD. Pedestrian acc
control must also be provided to these parking areas (IE Fencing)

AParking of government and emergency vehicles that never leave restricted access ¢
allowed within the minimum standoff

ADriving lanes within Parking Areas of existing buildings may be closer than parking
located at the required standoff, but vehicles may not be left unattended. Standoff fc
condition is the nearest parking space. This is not allowed for new buildings
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Standoff Distancé& Standard 1

ARoadways

ANew and existing buildings roadways never within minimum standoff distance

ATrash Containers
ANever within minimum standoff distance

AIf more that two sides or within the unobstructed space, container must be 5 sided ¢
prevent concealment of an object 6 inches or greater in height or width

AAdjacent Existing Buildings
AWhere new or existing buildings designed in accordance with this standard includir
parking, roadways and trash containers are adjacent to an existing inhabited buildin
standoff distance from the new or existing building project to the adjacent existing b

shall be in accordance with Standard 1. If these distances can not be met, the adjac
existing building must be analyzed for the new standoff distance
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Standoff Distance TablesBand B2

Table B-1 Standoff Distances for New and Existing Buildings Table B-2 Conventional Construction Standoff Distances
Minimu Tw.w-!cll.um
m BR
Standoff
Distance to: Distance *' B
Controlied j INHAB
Perimeter of VLLOP | VLLOP
Parking and Wood Studs — 1051t 161
without 8 i et (32 m) (5m)
m:d Wocd Studs — 207 ft s6ft
|EIF$ ©m (a7 m)
m Metal Studs — 87 ft BRO |
Parking and Qg {23m)
5::." i m G - n'T
Controfled | (110 m)
o m
13n
I\ (4 m) 1/
Trash Reinforced
Containers
m i el
Unreinforced 161
|Masonry @&m)
13n Reinforced 13n
Maso
I\ (4 m) 1/ g (4m)
1. See Table B-2 for standoff distances. |European Block 161
2 For new construction, standoff distances less than these in this column are not allowed for new ( [ (5m)
buildings regardiess of analysis or hardening. For existing buildings that are constructed / retrofitted -
to provide the required level of p s doffs less than those in this column are allowed, but \1\ Roof 20f (6m) 13ft (4m)
discouraged Construction in
3, See UFC 4.010-02, for the specific explosive (pounds / kg of TNT) associated with explosive Table 2-3 11/

weights
weights 1 and Il. UFC 4-010-02 is For Official Use Only (FOUO).
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Applicability of UFC G810-01

AAIl new norexempt buildings shall comply with the UFC including
ADoD Occupied Buildings
ANon DoD Tenant Buildings on DoD property
ANational Guard Buildings
AVisitor Centers and Museums
AVisitor Control Centers at entry control Facilities/Access control points
AExpeditionary
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Applicability of UFC G810-01

AEXxisting Buildings shall comply with the UFC when Triggered by the following

AMajor Investmeni When renovation exceeds 50% of the total plant replacen

value ,excluding costs to meet this standard |.E. using blast windowshtastor
windows

AChange of Occupan&y.E From Inhabited to Primary Gathering

AWindow, Skylight and Glazed Door Replacement and InstallRtipfacement of
Entire System, replacing glazing adgs not triggecompliance with this UFC

ARoadway Improvement Projettat change standoff distances from the origin:
building design
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Applicability of UFC G810-01

ABuilding Additions
Alncludes the additioANDentire building if addition area is greater than 50% of th
existing building
ALeased Buildings
AAIl new and renewing leases where DoD occupies at least 25% of the building

Alf off installation building shall conform with Interagency Security Committee
standards

ADoD Purchase of Existing Buildings

AProjects under previous versions of the standard do not need to be
repro?rammed to meet the current standard if they are beyond 35%
complete or passed the RFP stage for Design/Build projects
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Exemptions of UFC @11.0-01

ABuildings exempted from all provisions in the UFC
ALow occupancy family housing
ALow occupancy buildings
AFisher houses with 24 units or less
ATown Centers
AEnhanced Use leases
ATransitional Structures and spaces
ATemporary relocatable buildings
AConstruction administration structures
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Exemptions of UFC @11.0-01

AExempt from Roadway and Standoff Provisions
AGas stations and car care centers
AMilitary protective construction
AStandalone franchised fast food operations
AStandalone shopettes, minimarts and similarly sized commissaries
ASmall stanealone commercial, bank and pharmacy facilities
AParking structures
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Examplesa New Buildings

Alncrease Standoff Distance Wherever Possible to minimize hardening for |
loading
ARoadway realignment to increase standoff distance to conventional construction diste
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